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Abstract

Objectives: As industrial systems become increasingly complex and
technologically advanced, the human role in ensuring safety and efficiency
remains indispensable. This study aimed to present a comprehensive review
of Human Reliability Assessment research published between 2010 and
2023. It compares human reliability assessment (HRA) methodologies with
emerging technologies, such as artificial intelligence and lights-out
manufacturing, identifies existing research gaps, and analyzes the analytical
techniques employed and the industrial sectors addressed.

Methods: A systematic search of major scientific databases using domain-
specific keywords yielded over 230 publications. After removing duplicate
studies, 180 articles were selected for detailed analysis. Each article was
evaluated based on methodology, industrial application, country,
institutional affiliation, and publishing outlet.

Results: The results indicated that the most frequently applied approaches in
HRA research were the systematic human error reduction and prediction
approach (SHERPA), cognitive reliability and error analysis method (CREAM),
and fuzzy mathematics. The United States, China, and South Korea emerged
as leading contributors to this field. The findings revealed that neither
qualitative nor quantitative methods alone are sufficient to fulfill the three core
objectives of HRA: error identification, probability estimation, and control
design. Therefore, a hybrid approach was recommended by integrating
SHERPA and Tecnica Empirica Stima Errori Operatori (TESEO). SHERPA
provides comprehensive coverage of error identification and the design of
effective control measures, while TESEO facilitates rapid, conservative
probability estimation. These methods provided a practical and efficient
framework for achieving HRA objectives within operational constraints.
Additionally, ten key research gaps were identified.

Conclusion: The SHERPA-TESEO hybrid framework presents a viable strategy
for achieving the core goals of HRA. Nonetheless, a shift from static to
dynamic and data-driven models is necessary in the context of intelligent
environments and operator-free production. Recommended developments
include revising SHERPA’s cognitive task classifications, recalibrating
TESEO's adjustment factors, and integrating real-time data with human-
artificial intelligence (Al) interaction. These advancements are expected to
significantly enhance real-time prediction of human error risks and support
timely intervention strategies.
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Extended Abstract

Background and Objective

Technological advancements, while reducing human
physical presence, have amplified the functional role of
equipment. However, it has simultaneously increased
the impact of human performance on efficiency,
reliability, and safety. With the emergence of artificial
intelligence (Al), the Internet of Things (IoT), and
concepts, such as lights-out manufacturing, human
errors have shifted to higher levels, such as algorithm
design and human—intelligent system interaction,
thereby transforming the nature of errors. Existing
evidence indicates that the interplay between technical
and human micro-events within time—condition—action
sequences is a significant cause of incidents, resulting in
diverse losses. Therefore, safeguarding strategic
industries requires a systematic approach to managing
human error.

Human reliability assessment (HRA), relying on
systems engineering and cognitive science, has evolved
through three generations: the first with a success—
failure orientation, the second with a cognitive
approach, and the third emphasizing the dynamics and
interdependencies of contributing factors. This study
systematically reviews HRA research, examines the
expansion of Al and lights-out manufacturing, and
identifies existing research gaps, focusing on data-
centered, real-time integration, and emerging
technologies.

Materials and Methods

Relevant studies were retrieved using the keywords
"Human Reliability," "Human Error,” "Human
Reliability Analysis," "Possibility of Human Error," and
"System Safety" from Google Scholar, covering the
period 2010-2023. For a complementary exploration
and anticipation of contemporary research approaches,
additional keywords, "AL" "Lights-Out Manufacturing
(LOM)," and "IoT", were applied. Two independent
reviewers screened titles, abstracts, and conclusions,
excluding duplicates and irrelevant studies. The initial
screening yielded over 230 publications, which were
reduced to 180 after removing studies with overlapping
results. The key data extracted included the
methodology, the targeted industrial domain, the
country of origin, and the affiliated research institution.

Results

The results revealed a substantial increase in the number
and diversity of HRA studies. Between 2010 and 2015,
the research volume grew by 200%, reached relative
stability until 2020, and recently peaked. Technological
advancement and the increasing complexity of modern
equipment in the coming years are expected to further
stimulate the development of HRA studies. Most HRA
studies were concentrated in industries characterized by
substantial human  workforce  or  manually
manufacturing or assembly workstations, production
processes controlled by interactive systems, high
accident potential, high potential to compromise product
quality, products with critical sensitivity in production
or use (e.g., pharmaceuticals, food), and specialized
production processes. The most frequently studied
sectors included nuclear, process, method development,
maritime transport, healthcare, software development,

industrial automation, railways, aviation, maintenance,
manual assembly and construction, and road transport.
The United States, China, and South Korea were
identified as the major centers of knowledge production,
with the Korea Atomic Energy Research Institute being
the most active institution.

An analysis of HRA studies revealed ten main research
gaps. A systematic analysis of related research
published between 2010 and 2023 showed that 42% of
studies applied fuzzy mathematics, cognitive reliability,
and error analysis method (CREAM), or systematic
human error reduction and prediction approach
(SHERPA)—indicating their broad applicability across
industries. To facilitate appropriate method selection,
this study identified and compared the characteristics of
commonly used HRA methods. The findings highlight
that SHERPA, human error assessment and
reduction technique (HEART), CREAM, and Tecnica
Empirica Stima Errori Operatori (TESEQO) techniques
exhibit strong applicability and effectiveness in
evaluating human reliability in a wide range of
industries. Implementing SPAR-H and TESEO is
relatively quick, whereas SHERPA, CREAM, and
ATHEANA require longer analysis time. SHERPA, the
only structured qualitative and task-based approach,
proved effective for identifying critical points and
designing preventive actions. TESEO was the only fully
quantitative method. Accordingly, to fulfill the core
objectives of HRA—identifying errors, estimating their
probabilities, and proposing control measures—a hybrid
qualitative—quantitative SHERPA-TESEO approach is
proposed. This approach is broadly applicable, time-
efficient, and capable of conservatively estimating error
probabilities.

Discussion

With the widespread adoption of Al, traditional HRA
methodologies require fundamental revisions. Such
transformation should be guided by five pillars:
transition from static to dynamic analysis, integration
with cognitive and neuro-based sciences, convergence
with digital modeling, standardization and policy-
making integration, and proliferation of lights-out
manufacturing systems. The rise of Al IoT, and LOM
technologies necessitates the redesign of the SHERPA—
TESEO hybrid approach. Within SHERPA, task
classifications should be extended to cognitive—
managerial decision-making and algorithm design/data
analytics roles. TESEO should incorporate corrective
coefficients addressing software complexity, interface
transparency, and automation dependency. Integrating
real-time data and human—Al interaction will enable
proactive error prediction and management of over-trust
and misinterpretation.

Conclusion

This study provides a comprehensive overview of HRA
research across various industries. A comparative
analysis of existing methods underscores the need to
adopt a hybrid strategy to achieve the fundamental
objectives of HRA. In the future technological
landscape, transitioning from static analyses to dynamic,
data-driven models, integrating real-time data, and
shifting from a human—machine to a human—Al
perspective are imperative. Consequently, maintaining




the effectiveness of the proposed SHERPA-TESEO
hybrid approach in intelligent, lights-out manufacturing
environments requires revising cognitive  task
classifications in SHERPA and recalibrating correction
coefficients in TESEO. These modifications strengthen

real-time prediction of human error risk and timely
interventions. Ultimately, ten research gaps, particularly
related to data-drivenness and real-time analytics, were
identified for future investigation.
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